6 steps til at optimere din sikkerhed i Microsoft 365

Teknisk dokument

1. Two Factor Authentication
e Licensekrav:
Ingen
e Azure AD Multi-Factor Authentication overview | Microsoft Docs
e Enable Azure AD Multi-Factor Authentication | Microsoft Docs

e Enable Azure Active Directory password writeback | Microsoft Docs

2. Audit Log
e Licensekrav:
Ingen

e Turn auditing on or off - Microsoft 365 Compliance | Microsoft Docs
3. Microsoft 365 Defender for Office365
e Licensekrav:
Microsoft 365 Business Premium eller Microsoft 365 Defender for Office365 Addon
o Office 365 Security including Microsoft Defender for Office 365 and Exchange
Online Protection - Office 365 | Microsoft Docs
e Turn on Microsoft 365 Defender | Microsoft Docs
4. Ingen udlgb af adgangskode
e Licensekrav:
Ingen
e Set the password expiration policy for your organization - Microsoft 365 admin |
Microsoft Docs
5. Passwordless login
e Licensekrav:
Ingen
e Passwordless sign-in with the Microsoft Authenticator app - Azure Active Directory
| Microsoft Docs
6. Conditional Access

e Licensekrav:
Microsoft 365 Business premium, eller Azure Ad premium P1 Addon license
e What is Conditional Access in Azure Active Directory? | Microsoft Docs

e Building a Conditional Access policy - Azure Active Directory | Microsoft Docs

e Blocking legacy authentication protocols in Azure AD | Microsoft Docs



https://docs.microsoft.com/da-DK/azure/active-directory/authentication/concept-mfa-howitworks
https://docs.microsoft.com/da-DK/azure/active-directory/authentication/tutorial-enable-azure-mfa
https://docs.microsoft.com/da-DK/azure/active-directory/authentication/tutorial-enable-sspr-writeback
https://docs.microsoft.com/en-us/microsoft-365/compliance/turn-audit-log-search-on-or-off?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/overview?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/overview?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender/m365d-enable?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/admin/manage/set-password-expiration-policy?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/admin/manage/set-password-expiration-policy?view=o365-worldwide
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-phone
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-phone
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-policies
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-block-legacy-authentication

